
 

Personnel        BP 4040 (a) 

 

EMPLOYEE USE OF TECHNOLOGY 

 

 

The Governing Board recognizes that technological resources can enhance employee 

performance by offering effective tools to assist in providing a quality instructional program, 

facilitating communications with parents/guardians, students, and the community, supporting 

district and school operations, and improving access to and exchange of information. The Board 

expects all employees to learn to use the available technological resources that will assist them in 

the performance of their job responsibilities. As needed, employees shall receive professional 

development in the appropriate use of these resources. 

 

(cf. 0440 - District Technology Plan) 

(cf. 1113 - District and School Web Sites) 

(cf. 4032 - Reasonable Accommodation) 

(cf. 4131 - Staff Development) 

(cf. 4231 - Staff Development) 

(cf. 4331 - Staff Development) 

(cf. 6163.4 - Student Use of Technology) 

 

Employees shall be responsible for the appropriate use of technology and shall use the district's 

technological resources primarily for purposes related to their employment.  

 

(cf. 4119.25/4219.25/4319.25 - Political Activities of Employees) 

 

Employees shall be notified that computer files and electronic communications, including email 

and voice mail, are not private. Technological resources shall not be used to transmit confidential 

information about students, employees, or district operations without authority. 

 

(cf. 4119.23/4219.23/4319.23 - Unauthorized Release of Confidential/Privileged Information) 

(cf. 5125 - Student Records) 

(cf. 5125.1 - Release of Directory Information) 

 

The Superintendent or designee shall ensure that all district computers with Internet access have 

a technology protection measure that prevents access to visual depictions that are obscene or 

child pornography, and that the operation of such measures is enforced.  The Superintendent or 

designee may disable the technology protection measure during use by an adult to enable access 

for bona fide research or other lawful purpose. (20 USC 6777; 47 USC 254)   

 

To ensure proper use, the Superintendent or designee may monitor employee usage of 

technological resources, including the accessing of email and stored files.  Monitoring may occur 

at any time without advance notice or consent. When passwords are used, they must be known to 

the Superintendent or designee so that he/she may have system access. 

 

 

 

 

 



 

BP 4040 (b) 

EMPLOYEE USE OF TECHNOLOGY (continued) 

 

 

The Superintendent or designee shall establish administrative regulations and an Acceptable Use 

Agreement, which outline employee obligations and responsibilities related to the use of district 

technology. He/she also may establish guidelines and limits on the use of technological 

resources. Inappropriate use may result in a cancellation of the employee's user privileges, 

disciplinary action, and/or legal action in accordance with law, Board policy, and administrative 

regulation. 

 

(cf. 4118 - Suspension/Disciplinary Action) 

(cf. 4218 - Dismissal/Suspension/Disciplinary Action) 

 

The Superintendent or designee shall provide copies of related policies, regulations and 

guidelines to all employees who use the district's technological resources. Employees shall be 

required to acknowledge in writing that they have read and understood the district's Acceptable 

Use Agreement. 

 

 (cf. 4112.9/4212.9/4312.9 - Employee Notifications) 

 

Use of Cellular Phone or Mobile Communications Device 

 

An employee shall not use a cellular phone or other mobile communications device for personal 

business while on duty, except in emergency situations and/or during scheduled work breaks. 

 

Any employee that uses a cell phone or mobile communications device in violation of law, 

Board policy, or administrative regulation shall be subject to discipline and may be referred to 

law enforcement officials as appropriate.  

 

(cf. 3513.1 - Cellular Phone Reimbursement) 

(cf. 3542 - School Bus Drivers) 

(cf. 4156.3/4256.3/4356.3 - Employee Property Reimbursement) 

 

 

Legal Reference: 

 EDUCATION CODE 

 51870-51874  Education technology 

 52270-52272  Education technology and professional development grants 

52295.10-52295.55  Implementation of Enhancing Education Through Technology grant 

program 

 GOVERNMENT CODE 

 3543.1  Rights of employee organizations 

 PENAL CODE 

 502  Computer crimes, remedies 

 632  Eavesdropping on or recording confidential communications 

 

 

 



 

BP 4040 (c) 

EMPLOYEE USE OF TECHNOLOGY (continued) 

 

 

Legal Reference: 

 VEHICLE CODE 

 23123  Wireless telephones in vehicles 

 23123.5 Mobile communication devices; text messaging while driving 

 23125  Wireless telephones in school buses  

 UNITED STATES CODE, TITLE 20 

 6751-6777  Enhancing Education Through Technology Act, Title II, Part D, especially: 

 6777  Internet safety 

 UNITED STATES CODE, TITLE 47 

 254  Universal service discounts (E-rate) 

 CODE OF FEDERAL REGULATIONS, TITLE 47 

 54.520  Internet safety policy and technology protection measures, E-rate  discounts 

Management Resources: 

 WEB SITES 

 CSBA: http://www.csba.org 

 American Library Association:  http://www.ala.org 

 California Department of Education: http://www.cde.ca.gov 

 Federal Communications Commission: http://www.fcc.gov 

 U.S. Department of Education: http://www.ed.gov 
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Personnel             AR 4040 (a) 

 

EMPLOYEE USE OF TECHNOLOGY 

 

 

Online/Internet Services:  User Obligations and Responsibilities 

 

Employees are authorized to use district equipment to access the Internet or other online services 

in accordance with Board policy, the district's Acceptable Use Agreement, and the user 

obligations and responsibilities specified below. 

 

1. The employee in whose name an online services account is issued is responsible for its 

proper use at all times. Employees shall keep account information, home addresses, and 

telephone numbers private. They shall use the system only under the account number to 

which they have been assigned. 

 

2.   Employees shall use the system responsibly and primarily for work-related purposes.  

 

(cf. 6162.7 - Use of Technology in Instruction) 

 

3. Employees shall not access, post, submit, publish or display harmful or inappropriate 

matter that is threatening, obscene, disruptive or sexually explicit, or that could be 

construed as harassment or disparagement of others based on their race, ethnicity, 

national origin, sex, gender, sexual orientation, age, disability, religion or political 

beliefs. 

 

(cf. 4030 - Nondiscrimination in Employment) 

(cf. 4031 - Complaints Concerning Discrimination in Employment) 

(cf. 4119.11/4219.11/4319.11 - Sexual Harassment)  

 

4. Employees shall not use the system to promote unethical practices or any activity 

prohibited by law, Board policy or administrative regulations. 

 

(cf. 4119.25/4219.25/4319.25 - Political Activities of Employees) 

 

5. Employees shall not use the system to engage in commercial or other for-profit activities 

without permission of the Superintendent or designee. 

 

6. Copyrighted material shall be posted online only in accordance with applicable copyright 

laws. 

 

(cf. 6162.6 - Use of Copyrighted Materials) 

 

7. Employees shall not attempt to interfere with other users' ability to send or receive email, 

nor shall they attempt to read, delete, copy, modify, or forge other users' email. 

 

 

 

 



 

              AR 4040 (b) 

 

EMPLOYEE USE OF TECHNOLOGY (continued) 

 

  

8. Employees shall not develop any classroom or work-related web sites, blogs, forums, or 

similar online communications representing the district or using district equipment or 

resources without permission of the Superintendent or designee. Such sites shall be 

subject to rules and guidelines established for district online publishing activities 

including, but not limited to, copyright laws, privacy rights, and prohibitions against 

obscene, libelous, and slanderous content. Because of the unfiltered nature of blogs, any 

such site shall include a disclaimer that the district is not responsible for the content of 

the messages.  The district retains the right to delete material on any such online 

communications. 

 

(cf. 1113 - District and School Web Sites) 

 

9. Users shall report any security problem or misuse of the services to the Superintendent or 

designee.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Regulation EL RANCHO UNIFIED SCHOOL DISTRICT 

approved:  February 4, 2014 Pico Rivera, California 

                



 

El Rancho Unified School District Acceptable Use Policy for Employee Use of Technology 

Resources 

(Based on Rules and Regulations #4040) 

It is the policy of the El Rancho Unified School District (ERUSD or District) to afford broad 

access to District computers, communications systems (email, web sites, smart phones, blogging, 

podcasting and/or other emerging technologies), the Internet and an array of technology 

resources for District employees for use in fulfilling the District’s missions, and for the 

appropriate District-related activities. The purpose of this Acceptable Use Policy is to outline the 

acceptable and unacceptable use by employees of District technology resources and personal 

technology resources that access or use District resources. The principles outlined herein are in 

place to protect both the employee and the District. This policy applies to all non-student users of 

the District’s technology resources including contractors and affiliated third parties. (Student 

users of the District’s technology resources are governed by a separate Acceptable Use Policy.) 

It is the sole responsibility of each employee to be informed about his/her responsibilities and the 

District’s expectations for the use of technology resources. 

While using District technology resources each employee must act in an appropriate manner 

consistent with District, ethical and legal principles. This includes any remote access which 

employees may gain off-site, but which involves the use of District sites, servers, intranet 

facilities, email accounts, software or equipment. It also includes the use of personal technology 

resources when such personal resources are utilizing District servers, intranet facilities, email 

accounts, software or storing or accessing ERUSD data. 

Access to technology resources carries with it the responsibility for ensuring that the use of these 

resources is primarily for ERUSD purposes and District-related activities, and for maintaining 

the integrity and security of the District’s technology equipment and facilities. The District’s 

communication systems have not been established as a public access service or a public forum. 

The District has the right to place reasonable restrictions on the material employees access or 

post through the technology resources. In the interest of making the use of technology resources 

a natural part of the day-to-day work of all members of the District community, incidental 

personal use is acceptable. However, the use of District technology resources is prohibited for 

personal purposes during assigned work time. Use of District technology resources for personal 

purposes should be incidental, done on the employee’s own time, and at the employee’s own 

risk. The District’s technology resources shall never be used to solicit commercial sales for 

personal benefit, religious activities or for political lobbying. 

Effective security of technology resources is a team effort that involves the participation and 

support of every employee. Employees must respect the integrity and security of ERUSD’s 

information technology system, and the access privileges, privacy and reasonable preferences of 

other users. Employees having access to technology resources must take reasonable care to 

ensure that unauthorized persons are not able to use their access to the system. The use of 

ERUSD technology resources may involve the use of a password, network access code or other 

identifying or validating code. Such passwords and codes are to be protected as private 

information provided to the individual user for their sole purpose. Such passwords and codes 

shall not be disclosed by the employee to others. Employees shall immediately notify the 

Information Technology Department if you have identified a possible security problem. 

Employees further agree to avoid the inadvertent spread of computer viruses by following the 

District’s virus protection procedures. 



 

The District’s technology resources are, by nature, finite. Employees must recognize that certain 

uses of the District’s technology resources may be limited for reasons related to the capacity or 

security of the District’s information technology system, or as required for fulfilling the 

District’s primary instruction and public service missions. 

No information technology resources can absolutely guarantee the privacy or confidentiality of 

electronic data, information and the transmission of such. However, all employees shall take 

reasonable precautions to protect electronic data, information and the transmission of such 

containing private and confidential information. The privacy and protection of personally 

identifiable student and employee data is of paramount importance. Likewise, the safeguarding 

of physical technology resources assigned to employees is the responsibility of the employee. It 

is the employee’s responsibility to report the loss of private and confidential information, and the 

loss of technology equipment to Business Services and Purchasing immediately upon the 

discovery of the loss. 

In addition to the general principles set forth in this Acceptable Use Policy, the use of technology 

resources may be affected by a number of other legal and ethical principles. While it is not 

possible to list all potentially applicable laws, regulations and local standards, the following are 

provided: 

1. The use of District technology resources may involve the use of a password, network 

access code or other identifying or validating code. Such passwords and codes are to be 

protected as private information provided to the individual user for their sole purpose. 

Such passwords and codes shall not be disclosed by the employee to others.  

2. District technology resources shall not be used for any activity, or to transmit any 

material, that violates United States, California or local laws. This includes, but is not 

limited to, fraudulent acts, violations of copyright or other intellectual property laws, and 

any threat or act of intimidation or harassment against another person. ERUSD 

technology resources users may not intentionally create, store, display, print or transmit 

information which violates the District’s Sexual Harassment Policy.  

3. District technology resources shall not be used to download, copy, or store any 

copyrighted software, publications, music, video, or other content without permission 

from the copyright holder. Any software that is installed on District technology resources 

shall be properly licensed from the copyright owner thereof, and any modifications must 

comply with the terms of the applicable license(s). ERUSD retains the right to remove 

software that is not compliant with copyright laws or applicable license(s), or that cause 

the workstation to become unstable or consume excessive technology resources.  

4. The use of District technology resources is not private; employees should not expect that 

files stored on or transmitted via ERUSD’s resources will be confidential. All digital 

transmissions are subject to inspection and/or monitoring by District employees and other 

officials. Digital storage is ERUSD property, and as such, network administrators will 

review files and communications to maintain system integrity and ensure that employees 

are using technology responsibly. Data, information and transmissions using District 

technology resources constitute public records and may be subject to public records 

retention and release laws.  



 

5. Employees are expected to model tolerance and good manners. District technology 

resource users agree not to send, access, submit, publish, display or print hate mail, 

defamatory statements, vulgar, derogatory, obscene, profane, sexually oriented, 

threatening, offensive or illegal material or language over the Internet or using ERUSD 

technology resources. District technology resources users shall not access Web sites, 

newsgroups, or chat areas that contain material that is prohibited under child pornography 

laws or that promotes illegal acts. The use of District technology resources in a manner 

intended to injure or humiliate others by disclosure of personal information (whether true 

or false), personal attacks on others, and statements expressing animus towards any 

person or group by reason of race, color, religion, national origin, gender, sexual 

orientation or disability is not acceptable. Cyber bullying is specifically prohibited. It 

shall be the employee’s responsibility to report the inappropriate use, web site, or 

communication to the employee’s supervisor.  

6. District technology resources users shall not post anonymous messages or attempt to 

impersonate another person by forging email, web pages or other electronic media.  

7. District technology resources users may not log on to another employee’s account, IP 

address, or other resource access, attempt to access another user’s files, or permit anyone 

else to log on to their own accounts. Users may not try to gain unauthorized access 

(“hacking”) to the files or technology systems of any other person or organization.  

8. The primary use of the District’s technology resources is for District-related work. While 

some incidental personal use of the ERUSD technology resources is permitted, such 

incidental use will not be deemed a waiver of District’s right to prohibit all such use, 

either on an individually-applicable or on a generally-applicable basis. 

9. District technology resources users shall not use ERUSD technology resources to conduct 

for-profit business activities or to engage in religious or political activities. Employees 

shall not use District technology resources for advertising, promotion, commercial 

purposes, or similar objectives.  

10. District technology resources users shall not send unsolicited email messages, including 

the sending of “junk mail” or other advertising material to individuals who did not 

specifically request such material (“spamming"). ERUSD technology resources users 

shall not create or forward “chain letters”, “Ponzi” or other “pyramid” schemes of any 

type.  

11. Virtual and physical vandalism shall not be tolerated. Any intentional act by an employee 

that damages or interferes with performance of District technology hardware, software, 

operating systems, or communication systems will be considered vandalism and will be 

subject to discipline and/or appropriate criminal or civil action. ERUSD technology 

resources users shall not introduce malicious programs into the District’s technology 

resources (e.g. viruses, worms, Trojan horses, email bombs, etc.). District technology 

resources users shall not intentionally disrupt network traffic or crash the network and 

connected systems; users shall not degrade or disrupt equipment or system performance.  

12. Employees may bring personal technology, including computers, smart phones, network 



 

access devices, or other electronic signaling devices to their work place. However, the 

District is not responsible for the safeguarding of such personal technology.  

13. Employees shall not take data, equipment, software or supplies (paper, toner cartridges, 

disks, etc.) for their own personal use. Such taking will be treated as theft. Employees 

may take computer equipment home or to off-site destinations for District-related 

purposes with the prior permission of their supervisor.  

14. A computer designated as a teacher’s or administrator’s computer should not be used by 

students in order to comply with the Child Internet Protection Act. (CIPA) 

ERUSD will cooperate fully with local, state and federal officials in any investigation related to 

any suspected illegal activities conducted through District technology resources. 

Employees who violate this Acceptable Use Policy may have their access privileges suspended 

or revoked. In addition, further disciplinary action may be taken as permitted by applicable law 

and/or the terms of any applicable collective bargaining agreement. 

Notwithstanding the language or descriptions used in this Acceptable Use Policy, Board Policy 

#4040 and associated administrative rules and regulations govern the use of ERUSD technology 

resources. All employees, contractors and associated third parties shall sign a “User 

Responsibility Contract” acknowledging receipt of this Acceptable Use Policy and their 

responsibility to abide by the provisions of Board Policy # 4040, and associated rules and 

regulations, and this Acceptable Use Policy. 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

E 4040 

Rules and Regulations #4040 (Ref. Policy #4040)       

EL RANCHO UNIFIED SCHOOL DISTRICT 

Acceptable Use of Technology User Responsibility Contract 

I have received the Acceptable Use Policy for Employee Use of Technology Resources. I have 

read, understand, and will abide by the El Rancho Unified School District’s policies and 

administrative regulations for the use of technology resources. I further understand that any 

violation of these policies and/or administrative regulations for the use of technology resources is 

unethical and may constitute a criminal offense. Should I commit any violation, my access to 

privileges may be revoked and disciplinary action and/or other appropriate legal action may be 

taken. 

 

__________________________________________________________ 

Employee Name (please print) 

______________________________________________________ 

Employee Signature 

___________________________ 

Date  

 

 

Employee Application for an ERUSD E-mail Account 

 

Applicant Name (please print): ____________________________  

Worksite: _____________________________________________ 

Work Phone: __________________________________________ 

Home Phone: __________________________________________ 


